ARTD CONSULTANTS
PRIVACY AND DATA SECURITY POLICY

ARTD Consultants is committed to the Australian Privacy Principles (APPs) and this policy
outlines our ongoing obligations to you in respect of how we manage your Personal
Information.

In this Privacy Policy, 'ARTD Consultants’, 'ARTD’, ‘we’, ‘our’ and ‘us’ refers to ARTD
Consultants Pty Ltd.

We have adopted the APPs contained in the Privacy Act 1988 (Cth) (the Privacy Act). The
APPs govern the way in which we collect, use, disclose, store, secure and dispose of your
Personal Information.

A copy of the Australian Privacy Principles may be obtained from the website of The Office of
the Australian Information Commissioner at www.aoic.gov.au

This Privacy Policy may be updated at any time, and the most up to date version will be
posted on our website.

1.1 WHAT IS PERSONAL AND SENSITIVE INFORMATION AND
WHY DO WE COLLECT IT?

Personal Information is information or an opinion that identifies an individual. Examples of
Personal Information we collect include: names, addresses, email addresses, phone and
facsimile numbers.

Personal Information is obtained in many ways including interviews, correspondence, by
telephone, by email, via our website www.artd.com.au, from social media, publicly available

sources, cookies (data generated by your computer as you interact with a website) and from
third parties such as our clients.

We collect Personal Information for the purposes of undertaking research and providing
other consultancy services commissioned by our clients, providing information to our clients.

Through our website and social media, we collect information for answering client requests,
communication and marketing.

When we collect Personal Information we will explain to you why we are collecting the
information and how we plan to use it. We will only use your personal information for this
stated purpose (for example, you will only be added to our marketing mailing lists if you
subscribe or otherwise provide your email address for that purpose, not if you participate in
a survey).
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ARTD may also receive sensitive information from clients such as administrative data records.
Through our work, we may also turn personal information into sensitive information by
collecting survey responses that are stored with the personal information.

Sensitive information is a type of personal information and includes information about an
individual's:

. health (including predictive genetic information)

. racial or ethnic origin

. political opinions

. membership of a political association, professional or trade association or trade
union

. religious beliefs or affiliations

. philosophical beliefs

. sexual orientation or practices

. criminal record

. biometric information that is to be used for certain purposes

. biometric templates

Sensitive information will be used by us only:

. For the primary purpose for which it was obtained
. For a secondary purpose that is directly related to the primary purpose
. With your consent; or where required or authorised by law.

1.2 PERSONAL INFORMATION COLLECTED ON OUR WEBSITE
AND SOCIAL MEDIA

Together with our website, social media and email service providers, we use cookies and
other automatic information collection technologies to collect types of information which
allow us to provide a better online experience. We may also use this information to inform
our communications and for analytics purposes. You can opt out of collection of cookie data
and otherwise tailor your online experience using your browser privacy settings.

Some of our website has functionalities to share content via social media sites. These
applications may collect and use information on your online habits. Information posted to
these sites is separate to ARTD's Privacy Policy, and is subject to the privacy policy of the
relevant social media platform. We do not have responsibility for or ability to control the way
these platforms collect or use your information.

We don't guarantee website links or policy of authorised third parties.

You may unsubscribe from our mailing/marketing lists at any time by clicking ‘unsubscribe’
or contacting us in writing.
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1.3 DEFAULT POSITION FOR PERSONAL AND SENSITIVE
INFORMATION COLLECTED DURING A CONSULTANCY
PROJECT

When undertaking a consultancy project we:

e seek information from informants lawfully, with their consent as appropriate, and used
only for the purposes of the consultancy

e  advise informants of the intended primary and secondary use for the collected
information

e  keep information and documents in secure places and do not divulge them to any other

party

e  keep information only for the purposes of ARTD's work, record-keeping, or research
validation, and de-identify information within the terms of the Australian Privacy
Principles’ application to our work.

We are committed to maintaining privacy and confidentiality for informants. To do this we:

e  prepare protocols for collecting information from stakeholders

e  provide a clear explanation of the purpose of the research and how their information
will be used to potential participants, noting that participation is voluntary

e seekinformed consent for participation and give interviewees the option to opt out at
any time

e when using case studies or direct quotes, we change names and remove details that
would make persons identifiable.

Our policy is not to receive sensitive information unless necessary. Any sensitive information
that is received that is not necessary for the project and that includes identifying information
must have all identifying information deleted immediately from the server and from emails. If
we do receive or collect sensitive information, we will separate the identifying information
from its related entity (i.e. person). We will create a linkage key that includes all the personal
information such as name, address, date of birth, or any other factors that could likely make
the data re-identifiable. This data will be placed in a partitioned drive to allow re-
identification if necessary and will be destroyed as per the time frames in this policy. Survey
responses are not stored with their identifying personal information.

Electronic records will be retained as part of ARTD's disaster recovery system. The linkage
key will be deleted 7 years after the completion of the project.

Paper records should be secured in a location that cannot be accessed without ARTD
credentials and will generally be kept onsite for 12 months, then moved off site. They should
be destroyed 7 years after the completion of the project.
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14 LIMITATION OF THIS POLICY

This policy is not intended to replace specific contractual requirements in any project which
will take precedence.

1.5 PRIVACY POLICY COMPLAINTS AND ENQUIRIES

If you have any queries or complaints about our Privacy Policy please contact us at
contact@artd.com.au. You may be asked to provide details of your complaint in writing, and
we will endeavour to reply to you within 30 days of receiving the complaint and advise on
the outcome. We will work to resolve any complaint to your satisfaction, however if you are
unsatisfied with the outcome of your complaint, you can refer your complaint to the Office of
the Australian Information Commissioner.
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ARTD DETAILS

SYDNEY MELBOURNE
L4 352 Kent Street Sydney L9 401 Collins Street Melbourne

ARTD Pty. Ltd.

Business Registration Number: BN97725209.
ACN: 003 701 764

ABN: 75 003 701 764.

Registered office:
Level 4, 352 Kent St, SYDNEY NSW 2000
PO BOX 1167, Queen Victoria Building NSW 1230

Telephone 02 9373 9900

Website www.artd.com.au

Twitter https://twitter.com/artdconsultants

LinkedIn https://www.linkedin.com/company/artd-consultants
Last Updated 27/01/2021
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